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Our Vision:

At Colgate Primary School:

· We make learning fun and enjoyable

· We value, care for and respect each other

· We develop successful, independent learners
1. Introduction

Usually, the resources used by pupils in school are carefully chosen by the teacher and determined by curriculum policies. Use of the Internet, by its nature, will provide access to information which has not been selected by the teacher. Whilst pupils will often be directed to sites which provide reviewed and evaluated sources, at times, they will be able to move beyond these, to sites unfamiliar to the teacher.

The problems and issues that have been highlighted by the media concern all schools. Whilst some of the media interest is hype, there is genuine cause for concern that children might access unsuitable material either accidentally or deliberately.

The purpose of this policy is to:

· Establish the ground rules we have in school for using the Internet

· Describe how these fit into the wider context of our behaviour and PSCHE policies

· Demonstrate the methods used to protect the children from sites containing pornography, racist or politically extreme views and violence.

· Promote e-safety for pupils at school and at home.

The school believes that the benefits to pupils from access to the resources of the Internet, far exceed the disadvantages. Ultimately, the responsibility for setting and conveying the standards that children are expected to follow, when using media and information resources, is one the school shares with parents and guardians.

At Colgate School, we feel that the best recipe for success lies in a combination of site-filtering, of supervision and by fostering a responsible attitude in our pupils in partnership with parents.

Parents will be sent an explanatory letter and the rules which form our Internet Access Agreement (Attached to the end of this document).

This can be seen as an extension to the Home School Agreement.

2. Using the Internet for Education

The school intends to teach pupils about the vast information resources available on the Internet, using it as a planned part of many lessons.

All staff will review and evaluate resources available on web-sites appropriate to the age range and ability of the pupils being taught and the ICT co-ordinator will assist in the dissemination of this information.

Initially the pupils may be restricted to sites which have been reviewed and selected for content. They may be given tasks to perform using a specific group of web sites accessed from a common ‘Favourites’ menu on the school ‘Intranet’.

Pupils will have the opportunity to exchange information via e-mail. They will be taught how to use the address book, how to attach files to an e-mail and how to follow the conventions of politeness.

As pupils gain experience, they will be taught to use searching techniques to locate specific information for themselves. Comparisons will be made between researching from different sources of information, (CD Rom, books WWW). We hope that pupils will learn to decide when it is appropriate to use the Internet, as opposed to other sources of information, in terms of: the time taken; the amount of information found; the usefulness and reliability of information located.

At times, information, such as text, photos etc may be “downloaded” from the Internet for use in pupils’ presentations. Tasks will be set to encourage pupils to view web sites and information with a critical eye.

Why is Internet Use Important?

The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, to support the professional work of staff and to enhance the school’s management information and administration systems.

Internet use is part of the statutory curriculum and a necessary tool for learning. It is an essential element in 21st century life for education, business and social interaction. Access to the Internet is therefore an entitlement for pupils who show a responsible and mature approach to its use. Our school has a duty to provide pupils with quality Internet access.

Pupils will use the Internet outside school and will need to learn how to evaluate Internet information and to take care of their own safety and security.

How does Internet Use Benefit Education?

Benefits of using the Internet in education include:

· access to world-wide educational resources including museums and art galleries;

· inclusion in the National Education Network which connects all UK schools;

· educational and cultural exchanges between pupils world-wide;

· access to experts in many fields for pupils and staff;

· professional development for staff through access to national developments, educational materials and effective curriculum practice;

· collaboration across support services and professional associations;

· improved access to technical support including remote management of networks and automatic system updates;

· exchange of curriculum and administration data with the Local Authority and DFE; access to learning wherever and whenever convenient.

How can Internet Use Enhance Learning?

· The school Internet access will be designed expressly for pupil use and includes filtering appropriate to the age of pupils. 

· Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. 

· Internet access will be planned to enrich and extend learning activities. 

· Staff should guide pupils in on-line activities that will support learning outcomes planned for the pupils’ age and maturity.

· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

3.  Pupils’ Access to the Internet

Colgate School uses the West Sussex  County Council’s “filtered” Internet service, which minimises the chances of pupils encountering undesirable material

Colgate School will normally only allow children to use the Internet when there is a responsible adult present to supervise. However it is unrealistic to suppose that the teacher’s attention will always be directed toward the computer screen.

Members of staff will be aware of the potential for misuse, and will be responsible explaining to the pupils, the expectations we have of pupils.

Teachers will have access to pupils’ emails and other Internet related files and will check these on a regular basis to ensure expectations of behaviour are being met.

4.  Expectations of pupils using the Internet

· All pupils are expected to read and agree the Internet Agreement

· At Colgate, we expect all pupils to be responsible for their own behaviour on the Internet, just as they are anywhere else in school. This includes materials they choose to access, and language they use.

· Pupils using the World Wide Web are expected not to deliberately seek out offensive materials. Should any pupils encounter any such material accidentally, they are expected to report it immediately to a teacher, so that the service provider can block further access to the site.

· Pupils are expected not to use any rude language in the email communications and contact only people they know or those the teacher has approved. They have been taught the rules of etiquette in email and are expected to follow them

· Pupils must ask permission before accessing the Internet and have a clear idea why they are using it.

· Pupils should not access other people’s files unless permission has been given

· Computers should only be used for schoolwork and homework unless permission has been granted otherwise.

· No program files may be downloaded to the computer from the Internet. This is to prevent corruption of data and avoid viruses.

· No programs on disc or CD Rom should be brought in from home for use in school. This for both legal and security reasons.

· Homework completed at home may be brought in on floppy disc but this will have to be virus scanned by the class teacher before use.

· No personal information such as phone numbers and addresses should be given out and no arrangements to meet someone unless this is part of an approved school  project

· Pupils consistently choosing not to comply with these expectations will be warned, and subsequently, may be denied access to Internet resources. They will also come under the general discipline procedures of the school which comprises an escalating set of measures including a letter to parents and withdrawal of privileges.

Colgate School Internet Agreement

This is to be read through with your parent(s) and then signed. You will be allowed Internet Access after this is returned to school.

· At Colgate, we expect all pupils to be responsible for their own behaviour on the Internet, just as they are anywhere else in school. This includes materials they choose to access, and language they use.

· Pupils using the World Wide Web are expected not to deliberately seek out offensive materials. Should any pupils encounter any such material accidentally, they are expected to report it immediately to a teacher

· Pupils are expected not to use any rude language in their email communications and contact only people they know or that the teacher has approved. It is forbidden to be involved in sending chain letters

· Pupils must ask permission before accessing the Internet

· Pupils should not access other people’s files unless permission has been given

· Computers should only be used for schoolwork or homework unless permission has been granted otherwise

· No program files may be downloaded to the computer from the Internet

· No programs or disc or CD Rom should be brought in from home for use in school

· Homework completed at home may be brought in on floppy disc but this will have to be virus scanned by the teacher before use

· Personal printing is not allowed on our network for cost reasons

· No personal information such as phone numbers and addresses should be given out and no arrangements to meet someone unless this is part of an approved school project

· Pupils consistently choosing not to comply with these expectations will be warned, and subsequently, may be denied access to Internet resources

I have read through this agreement with my child and agree to these safety restrictions.

Signed:__________________________________       Parent/Responsible Adult.   

Name of Child_______________________  Signature of child __________________
5. e-Safety Policy

E-Safety encompasses Internet technologies and electronic communications such as mobile phones and wireless technology. It highlights the need to educate our pupils about the benefits and risks of using new technology and provides safeguards and awareness for users to enable them to control their online experiences.

Colgate’s e-safety policy will operate in conjunction with other policies including those for Pupil Behaviour, Bullying, Curriculum, Data Protection and Security.

This policy applies to all members of the school community (including staff, pupils, volunteers, parents /carers, visitors, community users) who have access to and are users of school ICT systems, both in and out of school.

The Education and Inspections Act 2006 empowers Head teachers, to such extent as is reasonable, to regulate the behaviour of pupils when they are off the school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying, or other e-safety incidents covered by this policy, which may take place out of school, but is linked to membership of the school. 

The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents / carers of incidents of inappropriate e-safety behaviour that take place out of school.

Technical – infrastructure / equipment, filtering and monitoring:

The school will be responsible for ensuring that the school network is as safe and secure as is reasonably possible and that policies and procedures approved within this policy are implemented. It will also need to ensure that the relevant people named in the above sections will be effective in carrying out their e-safety responsibilities

• School ICT systems will be managed in ways that ensure that the school meets the e-safety technical requirements outlined in any relevant Local Authority e-Safety Policy and guidance

• There will be regular reviews and audits of the safety and security of school ICT systems

• All users will have clearly defined access rights to school ICT systems. 
• The “master / administrator” passwords for the school ICT system, used by the Network Manager will also be available to the Headteacher.
• In the event of the Network Manager (or other person) needing to switch off the filtering for any reason, or for any user, this must be logged and carried out by a process that is agreed by the Headteacher.

• Requests from staff for sites to be removed from the filtered list will be considered by the Network Manager. If the request is agreed, this action will be recorded.
• School ICT technical staff regularly monitor and record the activity of users on the school ICT systems and users are made aware of this.
• Remote management tools are used by staff to control workstations and view users activity.
• An appropriate system is in place for users to report any actual / potential e-safety incident to the Network Manager or e-Safety Officer. The log is to be found in the ICT suit. 
• Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, work stations, hand held devices etc from accidental or malicious attempts which might threaten the security of the school systems and data. 

• An agreed policy is in place for the provision of temporary access of “guests” (eg supply or trainee teachers or visitors) onto the school system.

•An agreed policy is in place regarding the downloading of executable files by users.
• An agreed policy is in place regarding the extent of personal use that users and their family members are allowed on laptops and other portable devices that may be used out of school. 

• An agreed policy is in place regarding the use of removable media (eg memory sticks / CDs / DVDs) by users on school workstations / portable devices. 

• The school infrastructure and individual workstations are protected by up to date virus software.

• Personal data cannot be sent over the internet or taken off the school site unless safely encrypted or otherwise secured. 

Curriculum:

E-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety messages in the use of ICT across the curriculum. 

• in lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches. 

• Where pupils are allowed to freely search the internet, eg using search engines, staff should be vigilant in monitoring the content of the websites the young people visit. 

• It is accepted that from time to time, for good educational reasons, students may need to research topics (eg racism, drugs, discrimination) that would normally result in internet searches being blocked. In such a situation, staff can request that the Network Manager can temporarily remove those sites from the filtered list for the period of study. Any request to do so, should be auditable, with clear reasons for the need. 

• Pupils should be taught in all lessons to be critically aware of the content they access on-line and be guided to validate the accuracy of information

• Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the internet.

Use of digital and video images - Photographic, Video:

• When using digital images, staff should inform and educate pupils about the risks associated with the taking, use, sharing, publication and distribution of images. In particular they should recognise the risks attached to publishing their own images on the internet eg on social networking sites.

• Staff are allowed to take digital / video images to support educational aims, but must follow school policies concerning the sharing, distribution and publication of those images. Those images should only be taken on school equipment, the personal equipment of staff should not be used for such purposes unless specifically authorised by the Head Teacher.

• Care should be taken when taking digital / video images that pupils are appropriately dressed and are not participating in activities that might bring the individuals or the school into disrepute. 

• Pupils (parents & carers) must not take, use, share, publish or distribute images of others without their permission 

• Photographs published on the website, or elsewhere that include pupils will be selected carefully and will comply with good practice guidance on the use of such images.

• Pupils’ full names will not be used anywhere on a website or blog, particularly in association with photographs.

• Written permission from parents or carers will be obtained before photographs of pupils are published on the school website  

• Pupil’s work can only be published with the permission of the pupil and parents or carers.

Use of e-mail:

•Pupils may only use approved e-mail accounts on the school system.

•Pupils must immediately tell a teacher if they receive offensive e-mail.

•Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission

•Whole class or group e-mail addresses should be used in school

•Access in school to external personal e-mail accounts may be blocked.

•E-mail sent to external organisations should be written carefully and authorised before sending, in the same way as a letter written on school headed paper.

•The forwarding of chain letters is not permitted.

Use of Social Networking:

•Schools should block/filter access to social networking sites and newsgroups unless a specific use is approved.

•Pupils will be advised never to give out personal details of any kind which may identify them or their location

•Pupils should be advised not to place personal photos on any social network space. 

•Pupils should be advised on security and encouraged to set passwords, deny access to unknown individuals and instructed how to block unwanted communications. Pupils should be encouraged to invite known friends only and deny access to others.

Responding to incidents of misuse:

It is hoped that all members of the school community will be responsible users of ICT, who understand and follow this policy. However, there may be times when infringements of the policy could take place, through careless or irresponsible or, very rarely, through deliberate misuse. Listed below are the responses that will be made to any apparent or actual incidents of misuse:

If any apparent or actual misuse appears to involve illegal activity ie. 
• child sexual abuse images

• adult material which potentially breaches the Obscene Publications Act
• criminally racist material

• other criminal conduct, activity or materials

The flow chart below should be consulted and actions followed in line with the flow chart, in particular the sections on reporting the incident to the police and the preservation of evidence.

Handling e-safety Complaints:

• Complaints of Internet misuse will be dealt with by a senior member of staff.

• Any complaint about staff misuse must be referred to the Head Teacher.

• Complaints of a child protection nature must be dealt with in accordance with school child protection procedures.  

• Pupils and parents will be informed of the complaints procedure.

• Discussions will be held with the Police Youth Crime Reduction Officer to establish procedures for handling potentially illegal issues.

Adapted from Becta – E-safety 2005

Flowchart for responding to e-Safety incidents at Colgate School 




Education – pupils 

Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils to take a responsible approach. The education of pupils in e-safety is therefore an essential part of the school’s e-safety provision. Children need the help and support of the school to recognise and avoid e-safety risks and build their resilience.

e-Safety education will be provided in the following ways:

· A planned e-safety programme should be provided as part of ICT / PHSE / other lessons and should be regularly revisited – this will cover both the use of ICT and new technologies in school and outside school

· Pupils should be taught in all lessons to be critically aware of the materials and content they access on-line and be guided to validate the accuracy of information

· Pupils should be helped to understand the need for the pupil AUP and encouraged to adopt safe and responsible use of ICT, the internet and mobile devices both within and outside school

· Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the internet

· Staff should act as good role models in their use of ICT, the internet and mobile devices

· External agencies such as West Sussex Police and The UK Safer Internet Centre will provide meetings and classes for pupils and parents to raise the profile of e-safety in the school
Education – parents / carers:

Many parents and carers have only a limited understanding of e-safety risks and issues, yet they play an essential role in the education of their children and in the monitoring of the children’s on-line experiences. Parents often either underestimate or do not realise how often children come across potentially harmful and inappropriate material on the internet and are often unsure about what they would do about it. “There is a generational digital divide”. (Byron Report). 

The school will therefore seek to provide information and awareness to parents and carers through: 

• Letters, newsletters

• Parent information sessions 

• Learning Together sessions

6. Web Site Guidelines

A web site can celebrate good work, promote the school, publish resources for projects and homework, and link to other good sites of interest.

· No names and photographs that identify individual children will appear on it

· Home information and e-mail identities will not be included, only the point of contact to the school i.e. phone number, school address and e-mail to Head/Office

· Group photos will not contain a names list

· Work displayed will be of the highest quality and reflect the status of the school

7. Internet Agreement

All pupils and their parents/guardians will be asked to read and sign an agreement covering the expectations we have of children using the Internet in school.
The 360° safe - the e-safety self-review tool 
The 360° safe self review tool is currently available free of charge and provided by the West Sussex Grid for Learning. It is intended to help schools review their e-safety policies and practice and provide the following: 

 Management information that can help the production or review of e-safety policies and develop good practice. 

 A process for identifying strengths and weaknesses in your schools policies and practices. 

 Opportunities for commitment and involvement from the whole school. 

 A platform for schools to discuss how they might move from a basic level provision for e-safety to practice that is aspirational and innovative. 

SIGNED:

HEAD TEACHER:

CHAIR OF GOVERNORS:

DATE: 20.11.14
REVIEW DATE: 20.11.16
Colgate Primary School
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